Viable POC Results

Vendor on State Contract

Cloud or WNYRIC Private

Cloud Location

How does the end-user obtain
the MDM device agent for the
device?/ SSl certificate or

email?

Technical Support Rating 1
(the worst) to 5 (the best)

Devices Supported

Licensing

Centralized Security - *Need

Definition (Scott)*
Master Password

QOver The Air Wipe

Segregation of Data (Business

and Personal)

Authentication Methods -

synchronization

Notifications of Security Breach
Available (jailbreak, etc)
Automated or Monitoring

necessary

Enterprise Control of Security
Breaches/ Monitoring tools?
Can employee-owned devices
be readily identified and
grouped to assign policies?

Symantec

No both times (May
and November 2011)

Yes

Local Server with
reverse proxy

S8 Certificate
through token or
email

Apple now - Android
coming in May 2012

By Device

?7?
Yes- but entire
device

Yes - but coming

Yes - through
certificate
Monitoring -
Jailbreak with
remediation not
specific

They say yes -
doubtful

No

Mcafee MAC/Lion

Matthew Roe
roe@apple.com
Apple - Systems
Engineer - K12
Education, upstate
New York

(cel) - 585-690-
2424

Apple Certified
System
Administrator -
ACSA
iChat/AIM -

matthewroe@mac.

com

No No - need MDM

Yes

Private

App Store

10S/Android/Win

Phone
7/Symbian/Blackl Apple

Per Device By Seat
No No

Yes No

Yes No
ActiveSync /

Active Directory  No

No

MaaS360

Lucas Loukedis

MaaS360 Mobile
Device Management -
Education

0: (215) 664-1645 | M:
(610) 550-1407 | F:
(215) 664-1601 | E:
lloukedis@fiberlink.
com

December 2011
Fiberlink

Cloud via port 443 and
Outbound Action open
on firewall port

Apple - use APN/
Android - need agent

iOS 4 and Android 2.2
plus

By Seat, not device

Yes

Yes/but end user has
to accept

Yesl/if there are
profiles created

ActiveSync

Monitoring/ Blocks
only

Via Policy

Have to be inputted

Absolute

Aaron Teague

Territory Manager-
New York Public
Sector| Absolute
Software Corporation

Phone: 512 600 7479 |
Toll Free: 877-600-
7479| Fax: 512 600
7480
ateague@absolute.
com

Jill will contact Chuck
Marzec of Jamestown

?

Private Cloud / Local
Server - 2

Apple (Android as of

IBM TEM

Dave Stilliano
dstilli@us.ibm.
comSoftware Sales
Specialist

IBM Software
Group/Tivoli Software
Cell: 585-703-7212

January 2012

Yes

Private Cloud/ Local
physical server

Agent

[

iOS 4 and later/
Android 2.2 and later,
but 3.1 and 3.2.1 have
bugs on security
policies

By Device

Yes
Yes

Yes

Mobilelron Air Watch
Adam Brown
Account

Dane Ryan Executive

Enterprise Account

JAMF Lightspeed Zenprise
Attn. Chris Travis
and Cynthia
Massey
1800 19th street
Bakersfield CA
93301

Kim Stafford

Dennis Delaney  Regional Account
Regional Sales Manager
Manager Zenprise

Manager O] Charlie Thomas  dennis@lightspeec Mobile:415-302-
404.478.5117 | Regional Sales 0:661.431.1616 | 5397

Dane. C| Manager — . : | .

Ryan@anidirect.com 404.988.3091 Northeast ¢ 30.2‘423'9940 Office: 650-365-

Direct: 214-764-6622 F | charlie. My Lightspeed | 1128x240

Mobile: 682-561- 404.478.5217  thomas@jamfsoftw: Blog<http:/blog.  kim.

7774
Initial
scheduled
meeting
December 2011 12/13/11
?

Private Cloud/ Local
physical server/
appliance before
traveler or exchange
server also

Via email, Agent (i0S
and Android)

4 (if you have their
attention)

iOS 4 and Android 3.1 iPad current

LDAP or ActiveSynch

Automated

Yes

Not until they try to
attach to traveler or
exchange

AdamBrown@ 917.214.1986: Cell lightspeedsystems stafford@zenprise.

Yes/ Apple Only

?

iPad



Are there mechanisms for IT to
control which users are
allowed to enroll the device in
MDM?

How are policies applied to the
device and how are conflicts
resolved?

With lost/stolen devices, how is
lock and wipe confirmation
handled and reported?

Availability of compliance
reports?

Applications -

Application Grouping
Capability

Enterprise Application Lock
Down

Application Lock with
Remediation

Apple Application Push
automated (without certificate)

Application Removal

Asset Management/ inventory

Does it integrate with industry
standard management
platforms?

Other

http://www.enterpriseios.
com/wiki/Comparison_MDM_Pr¢

http://socialcompare.
com/en/comparison/android-
versions-comparison

Symantec

Yes

Yes and not much

detail on individual
apps

Yes

No

i0S5

Only those installed
with this application

Yes

They have a product

called Workflow
which needs
programming to
support and set up.
The checkbox
approach will be
coming May and
June 2012

Mcafee MAC/Lion

Yes
ActiveDirectory
user group
Membership

Yes through
EPO

Yes/Enterprise
App Store No

No No

No No

No No

MAC Server Lion is
for Policies on the
devices individually,
but not for multi-
user. Also Lion is
not for Application
Pushing. You can
setup an iPad
share on the server
for the iPad to store
files and retrieve
files, but any
advanced MDM
functionality is not
available through
the server but
through the third
party MDMs.

Mcafee Epolicy
orchestratoe

MaaS360 Absolute

APNS for iOS

Enterprise App Store
Grouping

No

No

Absolute update: He
said that there are
issues between their
application and
memory issues in the
Windows Server 2003
64 bit version. We
stopped the webex
and | have had
FSwipes wipe out the
Absolute server and
build a Windows
Server 2008 server in
its place.

Jamestown and Chick
Marzec is using this
product for 400 ipads

IBM TEM

Yes, we are working
on finding the serial
number relevance, not
set by default but still
BETA

Still in BETA

Mobilelron Air Watch JAMF Lightspeed

Yes

APNS for iOS, and
Android device
checking in

Console reports when
device has been
wiped

Yes, email alerts,
main console window
alert

Enterprise App Store
Group

Yes

Yes

Mobile Iron explained
to me today that they
have a capability to
remove Apps that are
installed through their
Enterprise App Store
remotely without user
intervention

Mobile Iron update:
Long story short there
are four ports | need
to have opened out to
the internet to test the
devices out. | will
make the USCs and
get the ports open.
Once | can verify the
ports are open | can
move ahead with the
PoC.

Zenprise



